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BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM 
Doc lap - Tu* do - Hanh phiic 

S6: 27/2011/TT-BTTTT ' ' 
Ha Noi, ngay 4 thdng 10 nam 2011 

THONG TU 

Quy dinh ve dieu phoi cac hoat dong u*ng ciru su* co 

mang Internet Viet Nam 

B 0 TRU ONG BO THONG TIN VA TRUYEN THONG 

Can cu Luat Cong nghe thong tin ngay 29 thang 6 nam 2006; 

Can cu Luat Vien thong ngay 04 thang 12 nam 2009; 

Can cu Nghi dinh so 64/2007/ND-CP ngay 10 thang 4 nam 2007 cua Chinh 
phu ve ung dung cong nghe thong tin trong hoat dong cua co quan nha nuac; 

Can cu Nghi dinh s6 97/2008/ND-CP ngay 28 thang 8 nam 2008 ve quan 
ly, cung cap, su dung dich vu Internet va thong tin dien tu tren Internet; 

Can cu Nghi dinh so 187/2007/ND-CP ngay 25 thang 12 nam 2007 cua 
Chinh phu quy dinh chuc nang, nhiem vu, quyen han va ca cau to chuc cua Bo 
Thong tin va Truyen thong; 

Theo de nghi cua Giam doc Trung tarn Ung cuu khan cap may tinh Viet 
Nam, 

QUY DINH: 

Chuong I 
QUY DINH CHUNG 

Dieu 1. Pham vi va doi tuffng ap dung 

Thong tu nay quy dinh ve mang luoi ung cuu su co, dieu phoi cac hoat 
dong ung cuu su co mang Internet; trach nhiem cua cac to chuc, ca nhan co lien 
quan tai hoat dong ung cuu su co mang Internet tai Viet Nam. 

Dieu 2. Giai thich thuat ngu 
1. Su co mang Internet la sir kien da, dang hoac co lcha nang xay ra gay mat 

an toan thong tin tren mang Internet duoc phat hien thong qua viec giam sat, 
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danh gia, phan tich cua cac co quan, to chuc, ca nhan co lien quan hoac duoc 
canh bao tu cac chuyen gia, to chuc ve linh vuc an toan thong tin trong nuoc va 
tren the gioi (sau day duoc goi tat la sir co). 

2. Sir co co tinh chat nghiem trong la sir co co mot hoac nhieu tinh chat sau: 
co kha nang xay ra tren dien rong, Ian nhanh; co kha nang pha hoai he thong 
mang may tinh va mang Internet; co the gay thiet hai hay hau qua Ion cho cac he 
thong thong tin tren mang; doi hoi phoi hop nhieu nguon lire Ion cua quoc gia 
hay cua quoc te de giai quyet 

Chirong II 
MANG LU 6 l ITNG ClfU SIT CO 

Dieu 3. Mang luoi irng ciiu sir co 

1. Mang luoi ung cuu sir co la tap hop cac ca quan, to chuc, doanh nghiep 
tham gia hoat dong ung cuu sir co co sir dieu phoi tai Viet Nam (sau day goi tat 
la mang luoi, cac co quan, to chuc, doanh nghiep goi chung la thanh vien mang 
luoi va goi tat la thanh vien). Mang luoi bao gom cac thanh vien co nghla vu 
tham gia mang luoi va thanh vien tu nguyen dang ky tham gia mang luoi. 

2. Thanh vien co nghla vu tham gia mang luoi gom co: 

a) Co quan dieu phoi; 

b) Don vi chuyen trach ve cong nghe thong tin cua cac Bo, Co quan ngang 
Bo, Co quan thuoc Chinh phu; So Thong tin va Truyen thong cac tinh, thanh 
pho true thuoc Trung uong; 

c) Cac doanh nghiep cung cap dich vu Internet (ISP); 

d) Trung tarn Internet Viet Nam (VNNIC). 

3. Thanh vien tu nguyen tham gia mang luoi la co quan, to chuc hay doanh 
nghiep tu nguyen tham gia hoat dong trong mang luoi co ban khai dang ky theo 
mau tai Phu luc 1 gui toi Co quan dieu phoi va duoc chap nhan. Khuyen khich 
cac to chuc hoat dong trong linh vuc an toan thong tin thanh lap cac bo phan co 
chuc nang ung cuu su co va tham gia vao mang luoi. 

4. Trung tarn Ung cuu khan cap may tinh Viet Nam (Trung tarn VNCERT) 
la Co quan dieu phoi. Trung tarn VNCERT thuc hien chuc nang dieu phoi cac 
hoat dong ung cuu sir co tren toan quoc va co quyen dieu dong cac to chuc khac 
trong mang luoi phoi hop ngan chan, xu ly va khac phuc sir co mang Internet tai 
Viet Nam; co quyen quyet dinh hinh thuc dieu phoi cac hoat dong ung cuu sir co 
va chiu trach nhiem ve cac yeu cau dieu phoi; la dau moi trao doi thong tin ve 
hop tac ung cuu sir co voi cac to chuc ung cuu khan cap may tinh quoc te. Hoat 
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dong cua Co quan dieu phoi nham dieu dong cac thanh vien mang luai phoi hop 
xu ly, ung cuu sir co goi la dieu phoi ung cuu sir co. 

5. Thong tin lien lac chi tiet ve dia chi, so dien thoai, so fax, dia chi thu 
dien tu, trang tin dien tu cua thanh vien mang luai dugc cong bo cong khai tren 
trang tin dien tu cua Co quan dieu phoi (www.vncert.gov.vn). 

Dieu 4. Dau moi irng cihi sir co 

1. Dau moi ung cuu su co la ca nhan hay bo phan dugc phep thay mat cho 
thanh vien mang luai de lien lac va trao doi thong tin voi cac thanh vien mang 
luai khac trong hoat dong ung cuu sir co. 

2. Dau moi ung cuu sir co phai co trinh do chuyen mon va ky nang nghiep 
vu de thuc hien cac hoat dong phoi hap ung cuu sir co. 

3. Dau moi ung cuu sir co phai bao dam kha nang lien lac thong suot lien 
tuc (24 gia trong mot ngay va 7 ngay trong tuan). 

Dieu 5. Nguyen tac hoat dong cua mang luoi ung cuu sir co 

1. Thong tin dugc trao doi, cung cap trong qua trinh dieu phoi, xu ly sir co 
phai dugc bao dam bi mat theo yeu cau cua to chuc, ca nhan gap sir co tru khi sir 
co xay ra co lien quan tai nhieu doi tuomg nguai dung khac ma Ca quan dieu 
phoi co yeu cau canh bao, nhac nha. 

2. Viec trao doi thong tin trong mang luai phai dugc thuc hien bang mot 
hoac nhieu hinh thuc nhu: cong van, thu dien tu, dien thoai, fax. Thanh vien 
mang luai tiep nhan dugc thong tin phai chu dong xac thuc doi tugng gui nham 
bao dam thong diep nhan dugc la tin cay. 

3. Thanh vien mang luai co quyen dugc chia se thong tin, kinh nghiem, 
tham gia hoat dong dien tap ung cuu su co, tham gia cac khoa dao tao, boi 
duang ve hoat dong ung cuu sir co. 

Dieu 6. Che do bao cao 

1. Thanh vien mang luai co trach nhiem bao cao dinh ky 6 thang mot Ian 
cho Co quan dieu phoi ve hoat dong tiep nhan va xu ly su co. 

a) Noi dung bao cao theo mau bao cao dinh ky tai Phu luc 2. Huang dan 
mau bao cao dang tren trang tin dien tu cua Trung tarn VNCERT; 

b) Thai gian gui bao cao: truoc ngay 15 thang 6 va truac ngay 15 thang 12 
hang nam; 

c) Hinh thuc bao cao: bang cong van va thu dien tu; 
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d) Bao cao gui ve Trung tarn VNCERT: 18 Nguyen Du, Ha Noi; dia chi 
thu dien tu: baocao@vncert.vn. 

2. Thanh vien mang luai co trach nhiem bao cao dot xuat khi co yeu cau 
cua Co quan dieu phoi hoac khi phat hien ra cac su co co tinh chat nghiem trong. 
Hinh thuc va dia chi gui bao cao theo quy dinh tai khoan 1 Dieu nay. 

Chuong III 
DIEU PHOI CAC HOAT DONG UNG ClTU SlT CO 

Dieu 7. Thong bao su* co 

1. Khi gap sir co ma khong tu khac phuc duoc, to chuc hay ca nhan su 
dung Internet thong bao sir co tai mot hoac nhieu thanh vien mang luai sau: 

a) Thanh vien mang luai chiu trach nhiem ung cuu sir co cho to chuc, ca 
nhan do (neu co); 

b) Cac ISP dang true tiep cung cap dich vu Internet cho to chuc, ca nhan 
do; 

c) Co quan dieu phoi. 

2. Khi phat hien thay cac su co co tinh chat nghiem trong, to chuc, ca nhan 
phai thong bao ngay cho Co quan dieu phoi. 

3. Noi dung thong bao su co gom: 

a) Thong tin mo ta sir co theo mau thong bao sir co tai Phu luc 3; 

b) Thong tin khac theo yeu cau cua dan vi tiep nhan thong bao. 

4. Huang dan chi tiet thong bao su co dang tai trang tin dien tu cua Co 
quan dieu phoi. 

5. To chuc, ca nhan gui thong bao sir co phai phoi hop chat che, cung cap 
day du va chinh xac thong tin ve sir co cho cac thanh vien mang luai tiep nhan 
thong bao sir co va tao moi dieu kien thuan lgi cho cac thanh vien nay va Co 
quan dieu phoi tiep can, nghien cuu he thong, thiet bi lien quan den sir co de thu 
thap, phan tich thong tin xu ly su co. 

Dieu 8. Tiep nhan va xu ly thong bao su' co 

1. Thanh vien mang luai tiep nhan thong bao sir co phai thuc hien: 

a) Phan hoi ngay va khong vuot qua 24 gia cho to chuc, ca nhan gui thong 
bao de xac nhan ve viec da nhan duoc thong bao su co; 

b) Xu ly su co trong kha nang va trach nhiem cua minh; 
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c) Thong bao sir co ve Co quan dieu phoi trong truong hop khong xu ly 
duoc. 

2. Co quan dieu phoi tiep nhan duoc thong bao sir co phai thuc hien: 

a) Cac hoat dong xu ly sir co voi tu each thanh vien mang luoi nhu quy 
dinh tai khoan 1 Dieu nay; 

b) Bua ra yeu cau dieu phoi toi thanh vien mang luoi tham gia ung cuu sir 
co khi can thiet; 

c) Huy dong cac nguon lire khac, moi chuyen gia tham gia ung cuu sir co 
khi can thiet; 

d)T6 chuc hoat dong phoi hop voi cac to chuc ung cuu sir co may tinh 
quoc te de ung cuu cac sir co co pham vi xuyen bicn gioi. 

Dieu 9. Dieu phoi ung cuu su co 

1. Co quan dieu phoi thuc hien viec dieu phoi bang each gui yeu cau dieu 
phoi toi cac thanh vien mang luoi co lien quan toi sir co, su dung mau bieu yeu 
cau dieu phoi theo Phu luc 4. 

2. Co quan dieu phoi co quyen yeu cau cac thanh vien mang luoi hop tac va 
de nghi cac to chuc ung cuu khan cap may tinh quoc te tham gia hoat dong ung 
cuu sir co. 

3. Co quan dieu phoi thong bao cho cac to chuc, ca nhan gap sir co ve yeu 
cau phoi hop trong qua trinh thuc hien dieu phoi va ung cuu sir co. 

4. Thanh vien mang luoi tiep nhan yeu cau dieu phoi, thuc hien dung yeu 
cau dieu phoi va bao cao, phan hoi day du ket qua thuc' hien cho Co quan dieu 
phoi. 

ChucngIV 
TRACH NHIEM CUA CAC TO CHlTC, CA NHAN 

Dieu 10. Thanh vien mang luoi 

1. Cong bo dia chi tiep nhan thong bao sir co tren trang tin dien tu cua 
minh. 

2. Cu nhan sir lam Bau moi ung cuu sir co va bao dam Bau moi tuan thu 
dung quy dinh tai Bieu 4. 

3. Tiep nhan va xu ly cac thong bao sir co theo quy dinh tai Bieu 8. 
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4. Tuan thu cac yeu cau dieu phoi cua Co quan dieu phoi theo quy dinh tai 

Dieu 9. 

5. Phoi hop, ho trg cac thanh vien mang luoi khac trong cac hoat dong ung 

cuu sir co. 

6. Thong bao va cap nhat cho Co quan dieu phoi cac thong tin sau: 

a) Dia chi tiep nhan thong bao sir co; 

b) Thong tin ve Dau moi ung cuu sir co bao gom: ho ten, chuc vu, dia chi 
lien he, so dien thoai co dinh, so dien thoai di dong, so fax, dia chi thu dien tu. 

7. Liru tru thong bao sir co va bien ban xu ly sir co, liru tru yeu cau dieu 
phoi va bao cao ket qua thuc hien yeu cau dieu phoi trong thai gian toi thieu 01 
nam, bao gom cac thong tin sau: 

a) Npi dung thong bao sir co, thai gian tiep nhan thong bao, thai gian gui 

xac nhan; 

b) Ket qua xu ly sir co, nguyen nhan gay ra sir co, thai gian xu ly sir co va 
danh sach cac to chuc, ca nhan cung tham gia phoi hop xu ly sir co (neu co); 

c) Thai gian gui thong bao sir co cho Co quan dieu phoi, thai gian nhan 
dugc xac nhan tu Co quan dieu phoi doi vai truang hop thong bao cho Ca quan 
dieu phoi. 

8. Thuc hien che do bao cao theo quy dinh tai Dieu 6. 

Dieu 11. Co- quan dieu phoi (Trung tarn VNCERT) 

1. Thuc hien nghla vu thanh vien mang luai theo quy dinh tai khoan 
1,2,3,5,7 Dieu 10, trong do thai han liru tru tai lieu doi vai khoan 7 Dieu 10 thuc 
hien theo quy dinh hien hanh cua Nha nuac ve thai han bao quan ho sa, tai lieu 
hinh thanh pho bien trong hoat dong cua ca quan nha nuac. 

2. To chuc hoat dong cho mang luai va dieu phoi hoat dong ung cuu sir co, 

xay dung cac quy dinh, huang dan trong mang luai ve ung cuu sir co. 

3. Tiep nhan, xu ly true tiep hoac dieu phoi xu ly cac thong bao sir co. 

4. Xay dung va trien khai he thong ky thuat ho trg cho hoat dong lien lac, 
trao doi thong tin trong mang luai va tao dieu kien cho cac thanh vien mang luai 
su dung he thong. 

5. Tong hgp va cong bo trong mang luai cac thong tin thong bao, canh bao 
ve cac diem yeu, 16 hong, cac nguon tan cong tren mang Internet. 
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6. Tap hgp, cap nhat va cong bo tren trang tin dien tu cua Trung tarn 
VNCERT thong tin ve cac dia chi tiep nhan thong bao sir co cua cac thanh vien 
mang luoi. 

7. Tap hgp, cap nhat va cong bo thong tin ve danh sach cac dau moi cho 

cac thanh vien mang luoi. 

8. Cung cap bao cao thong ke hang nam ve hoat dong ung cuu khan cap sir 
co. 

Dieu 12. Doanh nghiep cung cap dich vu Internet 

1 .Thuc hien nghla vu thanh vien mang luoi theo quy dinh tai Dieu 10. 

2.Huang dan ngudi su dung dich vu Internet hoac thue bao Internet (sau 
day goi chung la khach hang) thuc hien thong bao sir co. 

3. Thuc hien chuc nang xu ly sir co cho khach hang khi tiep nhan dugc 

thong bao hoac phat hien dugc sir co. 

4.Cung cap cac thong tin sau khi Co quan dieu phoi co yeu cau: 

a) Thong tin ve khach hang cua minh co lien quan tai sir co, thong tin ky 
thuat ve he thong cua khach hang co lien quan tai sir co (dia chi IP, ten mien, 
nhat ky truy nhap, cac thong tin khac neu co); 

b) Thong tin cau true mang, thong tin giam sat, thong ke ve cac luong du 
lieu mang lien quan tai su co (neu co); 

c) Cung cap phan mem, ma nguon phan mem gay ra sir co, du lieu luu tru 
lien quan tai sir co, thong tin ve phan cung gay ra sir co (neu co). 

5. Lap dat san cac cong ket noi, giao dien ket noi du phong tai cac diem ket 
noi Internet quan trong de phuc vu cho chinh minh va cho cac ca quan nha nuac 
co tham quyen thuc hien giam sat, phat hien cac cuoc tan cong hoac sir phat tan, 
Ian truyen cua phan mem ma doc. 

6. Tao dieu kien cho Ca quan dieu phoi tiep can, nghien cuu he thong, thiet 
bi lien quan den su co de thu thap, phan tich thong tin nham muc dich xu ly su 
co. 

7. Thuc hien theo yeu cau dieu phoi cac hoat dong sau day: 

a) Ngung ket noi vai thiet bi, he thong dich vu gay ra su co; 

b)Ngan chan, chuyen huang tarn thai cac dia chi IP, ten mien gay ra sir co; 

c) Go bo hoac go bo tarn thai cac ung dung, dich vu gay ra sir co tren mang 
Internet. 
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8. Ho trg cac nguon lire trong kha nang cua minh va trong khoang thai gian 
xac dinh theo yeu cau cua Ca quan dieu phoi nham thuc hien hoat dong ung cuu 
sir co hoac dien tap ung cuu sir co, bao gom: 

a) Duong truyen ket noi Internet doi vai truang hop xay ra sir co tan cong 
tu choi dich vu lam can kiet tai nguyen bang thong hoac can tang cuang tinh san 
sang cho cac he thong cung cap dich vu quan trong; 

b) Nhan lire ve an toan thong tin tham gia hoat dong ung cuu sir co; 

c) Thiet bi, cong nghe ve an toan thong tin (neu co). 

Dieu 13. Trung tarn VNNIC 

1. Thuc hien nghla vu thanh vien mang luai theo quy dinh tai Dieu 10. 

2. Cung cap thong tin chu the dang ky ten mien quoc gia (.vn), dan vi quan 

ly dia chi IP, so hieu mang do VNNIC cap va cac thong tin khac co lien quan tai 

sir co theo yeu cau cua Co quan dieu phoi. 

3. Thuc hien cac yeu cau dieu phoi cua Ca quan dieu phoi ve viec xir ly cac 

sir co lien quan den tai nguyen Internet cua Viet Nam. 

Dieu 14. Do*n vi chuyen trach ve cong nghe thong tin ciia cac Bo, Ca 
quan ngang Bo, Co* quan thuoc Chinh phu; So* Thong tin va Truyen thong 
cac tinh, thanh pho true thuoc Trung uong 

1. Thuc hien nghla vu thanh vien mang luai theo quy dinh tai Dieu 10. 

2. Xay dung va huang dan viec thuc hien hoat dong ung cuu sir co trong 
pham vi trach nhiem cua don vi. 

3. Phoi hop, ho trg hoat dong ung cuu khan cap sir co trong pham vi trach 
nhiem va dia ban hoat dong cua dan vi khi co yeu cau tu Co quan dieu phoi. 

Dieu 15. Cac ca nhan, to chirc khac 

1. Cac to chuc cung cap dich vu an toan thong tin 

a) Chia se thong tin va so lieu ve hoat dong ung cuu sir co da thuc hien khi 

co yeu cau cua Ca quan dieu phoi; 

b) Ho trg ve nhan luc, giai phap cong nghe theo kha nang khi co yeu cau 
cua Ca quan dieu phoi. 

2. Cac to chuc, ca nhan su dung mang Internet 

a) Chu dong ap dung cac bien phap, giai phap ky thuat bao dam an toan thong 

tin, ra quet ma doc trong may tinh nham phong chong sir co mang Internet; 
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b) Chu dpng cung cap thong tin va tich cue phoi hgp vai cac thanh vien 
mang luai ung cuu sir co trong hoat dong phat hien, ngan chan va xu ly sir co. 

Chu*o*ng V 

TO CHUC THlTC HIEN 

Bieu 16. Hieu luc thi hanh 

1. Thong tu nay co hieu lire thi hanh ke tu ngay 15 thang 11 nam 2011. 

2. Trong qua trinh thirc hien, neu co vuang mac, phat sinh to chuc, ca nhan 
co lien quan kip thai phan anh ve Bo Thong tin va Truyen thong (Trung tarn 
VNCERT) de xem xet, bo sung va sua doi./. 

N&i nhan: 
- Thu tuong Chinh phu, cac PTTgCP (de b/c); 
- Van phong Quoc hoi; 
- Van phong Chu tich nuoc; 
- Van phong TW va cac Ban cua Dang; 
- Cac Bo va co quan ngang Bo, co- quan thuoc 

Chinh phu; 
- Toa an nhan dan toi cao; 
- Vien Kiem sat nhan dan toi cao: 
- Kiem toan Nha nuoc; 
- UBND cac tinh, thanh pho true thuoc TW: 
- Co quan Trung uo'ng ciia cac doan the; 
- Ban Chi dao quoc gia ve CNTT; 
- Ban Chi dao CNTT ciia co quan Dang; 
- Don vi chuyen trach ve CNTT cua cac Bo, co-

quan ngang Bo, co quan thuoc Chinh phu: 
- So Thong tin va Truyen thong cac tinh, thanh pho 

true thuoc TW; 
- Cong bao, Cong Thong tin dien tir Chinh phu; 
- Cue Kiem tra VBQPPL (Bo Tu phap); 
- Bo TTTT: Bo trirang va cac Thu trudng, cac co" 

quan, don vi thuoc Bo, Cong Thong tin dien tu; 
-Luu: VT. VNCERT (5b). 

KT. BOTRUONG 
ITTRUONG 

yen Minh Hong 
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PHU LUC 1: MAU BAN KHAI DANG KY THAM GIA MANG Ll/Ctt DIEU PHOI 

TEN TO CHUC CONG HO A XA HOI CHU NGHIA VIET NAM 
Doc lap - Ty do - Hanh phuc 

BAN KHAI DANG KY THAM GIA MANG Ll/CW DIEU PHOI iTNG ClfU SlT CO 

1. Thong tin chung ve to chuc 
> Ten to chuc: 

• Dien thoai: 

• Fax: 

- Email: 

. Website: 

2. Hoat dong trong llnh vyc an toan thong tin 
DC6 

• Khong 
3. Thong tin tiep nhan thong bao sn co 

• Dia chi lien lac: 

> Email: 

• So dien thoai (co dinh, di dpng) 

• Fax: 

4. Dau moi urng cuu su- co 

> Ho va ten: 

• Chuc vu: 

• Dia chi lien he: 

• So dien thoai (co dinh, di dpng) 

> Fax: 

- Email: 

5. Gioi thieu ve hoat dong ciia to chiic 
(Cung cap cho Co quan dieu phoi cdc thong tin ve ndng luc ung cim su co cua to chuc nhu nhdn su; 
cong nghe, kinh nghiem, doi tuongphuc vu,...) 

To chuc cam ket tuan thu cdc quy dinh ve hoat dpng ung civil sir co do Co quan dieu phoi 
ban hanh. 

, ngay thang nam 

Xac nhan cua chu the dang ky 
(Dong dau hodc su dung chu ky so) 
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PHU LUC 2: MAU BAO CAP PINH KY 

CONG HOA XA HOI CHU NGHIA VIET NAM 
Doc lap - Tu do - Hanh phuc 

Kinh gui: Trung tarn iTng ciru khan cap may tinh Viet Nam 

BAO CAO BINH KY VE HOAT DONG TIEP NHAN VA XLT LY SU CO 

D Tfr tliang /20 ... den thang ... 720... 

Ten to chuc/doanh nghiep: 

Dia chi: 

1. So lu'gng thong bao sir co va each thuc xir ly 

Loai sir co 

Tirchoi dich vu 

Ma doc hai 

Thay doi giao dien web 

Phishing 

Truy cap trai phep 

Su' dung bat hop ly 

Da thanh phan 

Khac 

Tong so 

s6 
luong 

So sir co 
tir xir ly 

So sir co co su' 
ho trg xu' ly 

tu cac to dure 
khac 

So sir co co ho 
trg xir ly tir to 

chuc nuoc 
ngoai 

-

So sir co 
de nghj 

VNCERT h6 
trg xii' ly 

Thiet hai 
uoc tinh 

2 . Danh sach cac to chuc ho trg xir ly sir co 

3. Danh sach cac to chirc nuoc ngoai ho trg xir ly sir co 

4. De xuat kien nghi: 

, ngay ihdng nam 
Giam doc 

(Bong ddu hoac sic dung chit Icy so) 
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PHU LUC 3: MAU THONG BAO KHI CO SlT CO 

THONG BAO SU CO 

• Ca nhan / to chuc thong bao sir co * 

• Email * 

• Di en thoai * 

Thong tin ve s y co 

• Mo t a so- bo ve sirco * 

• Cach tlu'rc phat hien * (Ddnh ddu nhung each thicc duoc sic dung de phat hien su co) 

• Qua he thong phat hien xam nhap • Kiem tra dtr lieu hru lai (Log File) 

D Nhan dime thong bao tin 

• Khac, do la 

• Thai gian xay ra sir co * : . . . / . . . / I ...I... (ngay/thang/nam/gio/phut) 

(Ngay, Thdng dien du 2 chu so, Nam dien du 4 chu so, Gid, Phut dim dii 2 chu so theo he 24 gid) 

• Thoi gian thuc hien bao cao sir co *: . . . / . . . / I ...I... (ngay/thang/nam/gio/phut) 

Da gin thong bao s y co cho * 

• Thanh vien mang luoi chiu trach nhiem ung cuu sirco cho to chuc, ca nhan 

• ISP dang true tiep cung cap djch vu 

D Co quan dieu phoi 

Thong tin ve he thong xay ra s y co 

• H e dieu hanh Version 

• Cac d ich vu co tren he thong (Ddnh ddu nhung dich vu duoc sic dung tren he thdng) 

• Web server • Mail server • Database server 

• Dich vu khac, do la 

• Cac bi en phap an toan thong tin da trien khai (Ddnh ddu nhung bienphdp datriin khai) 

• Antivirus • Firewall • He thong phat hien xam nhap 

• Khac: 
• Cac d ia chi IP cua he thong (Liet ke dia chi IP sic dung tren Internet, khong liet ke dia chi IP noi bo) 

Cac te n mien cua h 

M uc dich chinh sir 

e thong 

dung he thong 

• Thong t in gui kern 

• Nhat ky he thong • Man virus / ma doc • Khac: 

• Cac tho ng tin cung cap trong thong bao sir co nay deu phai duoc gift bi mat: D Co • Khong 

• S u co da duoc khac phuc: • Da khac phuc • Chira khac phuc (de nghi ling ciru) 

• Ki en nghj 

Ca nhan / To chiic thong bao 

Chu thich: I. Phdn (*) Id nhung thong tin bat buoc. Cdc phdn con lai co the loai bo neu khong co 
thong tin. 

2. Sic dung tieu de (subject) bat ddu bang "fTBSCJ " khi gid thong bao qua email 

3. Tham khdo them tai website cua Trung tarn VNCERT (www.vncert.gov.vn) 
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PHU LUC 4: MAU YEU CAU DIEU PHOT 

B0 THONG TIN VA TRUY'EN THONG 
TRUNG TAM IfNG ClfU 

KHAN CAP MAY TINH VIET NAM 

S6: /VNCERT-NV 
V/v Thuc hien yeu cau dieu phoi 

CONG HOA XA HOI CHU NGHIA VIET NAM 
Doc lap - Tyr do - Hanh phuc 

, ngay thdng .... nam 

Kfnh gui: 

De nghi thuc hien yeu cau dieu phoi duoi day: 

1. Loai yeu cau dieu phoi 

• Thong bao nguy ca, tinh hinh sirco. 

D Yeu cau xir ly syr co cu the 

D Yeu cau xu- ly ky thuat, tlurc hien cac bien phap quan ly, ky thuat 

D Yeu cau bao cao tinh hinh, cung cap thong tin lien quan toi sy co. 

• Yeu cau dieu dong nguon luc (nhan lire, tai nguyen, cong nghe,...) 

2. To chuc co lien quan toi sir co 

3. Noi dung cu the yeu cau dieu phoi 

4. Thai han thuc hien yeu cau dieu phoi den ngay 

., ngay thdng nam 

Giam doc 
(Dong ddu hoac su dung chu ky so) 
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